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Richard Forno

Assistant Director, UMBC Center for Cybersecurity
Director, Cybersecurity Graduate Program

Senior Lecturer in the UMBC Department
of Computer Science and Electrical
Engineering, where he directs the UMBC
Graduate Cybersecurity Program.

He helped to build the first formal
cybersecurity program for the U.S. House
of Representatives, serving as the first
Chief Security Officer for Network
Solutions (operator of the InterNIC), and
co-founding the CyberMaryland
conference.
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- How are you managing:
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Total dependence on computers
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Total dependence on computers
Total dependence on internet
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Total dependence on computers
Total dependence on internet
Total dependence on that IT guy?




THIS MODERN LIFE:

WLHORK HOME PLAY
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What are the different types
of cybercrime?
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Professor Forno:

What are the different types
of cybercrimec<

This guy Is

really smart!




The different types of cyber attacks

Cyber crime worldwide cost $400 billion in 2015 and is forecast to reach $2 trillion in 2019*
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Man-in-the- —— Ry Scripting

Malware Middle Attacks X

'. : A\ Injects malicious code |
"Malicious software" such as Hackers insert themselves into a website which / SQL
ransomware, designed | between your computer | targets the visitor's s Injection
to damage or control and the web server browser : Attack

o
a computer system | "

Phishing " Corrupts data to make

DDoS a server divulge data,

Fake official emails (bank, Paypal) such as credit cards

link to fake websites, where victims Distributed Denial of Service: numbers, usernames
log in, giving up their passwords a network of computers overload

a server with data, shutting it down © AEP

Source; Techterms.com, Lioyds of London, Forbes”




WHO'S FAULT IS IT?
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Breaches Featuring Including Malware Hacking-Related Breaches Social Involving Errors Involving
Hacking Using Either Stolen and/or Attacks Physical Being Privilege
Weak Passwords Actions Casual Misuse

Source: Verizon QtO ta
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How big a problem is
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governmente

Lawyers always tell

you the .. -‘news!






. HOW DOES RANSOMWARE WOIiK?
(AND IS IT STILL A THREAT)?

%

Tnick on “Treat? -
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Professor Forno:

What is “ransomware”?

Inis guy Is

really smart:
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By the time victims see the ransom note, it’s already too late—ransomware
has already encrypted files before they know it's there.
Here's what happens between infection and the ransom demand.

ARRIVAL CONTACT SEARCH

RANSOM ENCRYPTION
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How common is “ransomware’”?
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Ransomware atffacks are becoming more
targeted, sophisticated, and costly, even as
the overall frequency of affacks remains
consistent.



The 2016 State of Ransomware report, conducted by Osterman Research
and sponsored by Malwarebytes, surveyed 540 C|0s, CIS0Os, and
IT directors in four countries. Here's what we found.




Country Rank by Ransomware Detections | June 2018 - June 2019

Consumer & Business Products

South America
Germany 39,

Russian 3% Spain

Federation
3%
France
3%
Italy
7%

2

Brazil United
7% States
53%

United
Kingdom
9%

Canada
10%
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Should victims pay the ransom~<

Yes, no, or

maybe?
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TO PAY RANSOM OR
NOTTO PAY RANSOM?

an Exmmetan of Wetten HoEDgs Policas
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Professor Forno:

If you pay the ransom, how can
you “guarantee” that your data
will be returned safely®



Nearly 2 in 3 respondents would prefer to pay higher repair costs and not
pay a ransom rather than using taxpayer dollars to pay for a ransom
Given an option between not paying a ransom, but paying h E?Imr repair costs to get systems up and running,

or paying a ransom and saving taxpayer dollars, which would you prefer, even if neither exactly describes
your feelings?

63%

Mot paying a ransom, but paying higher repair Paying a ransom, but saving taxpayer dollars
cosls
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Professor Forno:

What can you do to avoid
ransomware?¢
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Professor Forno:

Is there any institution that can
help with a ransomware issuec
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Training Centers:
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Tell us a lawyer story about a
recent case of “ransomware”’”!
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RANSOMWARE.
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Cybercrime:
RANSOMEWARE

ADAM LIPPE ......... the HOST
RICK FORNO ......... the EXPERT
MATT ESWORTHY ... that GUY
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