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Maryland
New Jersey

EDUCATION

University of Maryland School of Law
Johns Hopkins University
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NEW TITLE FOR NON-TECHNICAL PEOPLE

“SCARY STUFF THAT 
HAPPENS ON THAT 
COMPUTER THING”
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COMPUTER THING”
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Richard Forno
Assistant Director, UMBC Center for Cybersecurity
Director, Cybersecurity Graduate Program

Senior Lecturer in the UMBC Department 
of Computer Science and Electrical 
Engineering, where he directs the UMBC 
Graduate Cybersecurity Program.

He helped to build the first formal 
cybersecurity program for the U.S. House 
of Representatives, serving as the first 
Chief Security Officer for Network 
Solutions (operator of the InterNIC), and 
co-founding the CyberMaryland
conference.



ADMISSIONS

Maryland
District of Columbia
Pennsylvania
U.S. District Court, Maryland
U.S. District Court, District of Columbia
U.S. Court of Appeals, Fourth Circuit
U.S. Supreme Court
U.S. Bankruptcy Court, Maryland

EDUCATION

The Dickinson School of Law of the 
Pennsylvania State University
Skidmore College

Matthew A.S. Esworthy
Partner, Bowie & Jensen
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Total dependence on computers
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Total dependence on computers

Total dependence on internet

?
2019



Total dependence on computers

Total dependence on internet

Total dependence on that IT guy?
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Professor Forno!

What are the different types 
of cybercrime?
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Professor Forno!

What are the different types 
of cybercrime?

This guy is 
really smart!
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WHO’S FAULT IS IT?



Matt!

How big a problem is 
cybercrime for business and 
government?
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Matt!

How big a problem is 
cybercrime for business and 
government? Lawyers always tell 

you the bad news!
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Trick or Treat?



Professor Forno!

What is “ransomware”?
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Professor Forno!

What is “ransomware”?

This guy is 
really smart!

?
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Professor Forno!

How common is “ransomware”?
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Professor Forno!

How common is “ransomware”?

Wow $$$ !!!
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Ransomware attacks are becoming more 
targeted, sophisticated, and costly, even as 
the overall frequency of attacks remains 
consistent.
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Matt!

Should victims pay the ransom?
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Matt!

Should victims pay the ransom?

Yes, no, or 
maybe?
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Ethical Question?
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Professor Forno!

If you pay the ransom, how can 
you “guarantee” that your data 
will be returned safely?
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Professor Forno!

What can you do to avoid 
ransomware?
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Professor Forno!

Is there any institution that can 
help with a ransomware issue?
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Matt!

Tell us a lawyer story about a 
recent case of “ransomware”!
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Matt time
is nap time!
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Trick or Treat?



Cybercrime:
RANSOMEWARE
ADAM LIPPE ……… the HOST
RICK FORNO ……... the EXPERT
MATT ESWORTHY ... that GUY

?
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